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Our Commitment to Privacy

G.L.A.D Education Hub ("G.L.A.D" or "the service") is deeply committed to protecting the privacy of all users of our software, with particular care given to student data. Our software is licensed directly to schools, school districts, and other educational institutions (collectively, "Schools"). When a School purchases a license to our software, it may deploy the software to students as part of its educational mission.
This Privacy Policy describes how we collect, use, store, share, and protect information, including Student Data, in connection with our software and related services (collectively, the "Service"). Please read this Policy carefully. By accessing or using the Service, you agree to the practices described herein.
Key commitments we make to every School and student:
· We collect and use Student Data only for authorized educational purposes.
· We do not sell Student Data under any circumstances.
· We do not use Student Data for targeted advertising.
· We do not build commercial profiles of students.
· We comply with FERPA, COPPA, and all applicable state and federal student data privacy laws.

1. Scope and Applicability

This Policy applies to all personal information collected through the Service, including information about:
· School administrators and teachers who register accounts on behalf of a School;
· Students who access the Service pursuant to a School's license; 
· Parents and legal guardians of those Students; and
· Any other individuals who interact with the Service.
This Policy does not apply to third-party websites or services that may be linked from the Service. When a conflict arises between this Policy and a signed Data Processing Agreement ("DPA") or other written agreement with a School, the terms of that written agreement will control with respect to Student Data.


2. Roles and Responsibilities

Because our software is primarily sold directly to Schools — not to parents or students directly — the School serves as a “school official” under FERPA and is the primary authority over student accounts and Student Data. 
2.1 School's Role
The School is responsible for:
· Obtaining any required parental or guardian consent before enrolling students under 13, as permitted by COPPA;
· Maintaining accurate and current student rosters;
· Directing us to modify, delete, or restrict Student Data as needed;
· Ensuring its own use of the Service complies with applicable law;
· Communicating relevant privacy information to students and families; and
· Notifying us of any changes to enrolled student status.

2.2 Our Role
We act as a service provider and school official under FERPA. We are responsible for:
· Collecting and using Student Data only as directed by the School and as described in this Policy;
· Implementing and maintaining appropriate technical and organizational security measures;
· Promptly responding to School requests regarding Student Data access, correction, or deletion;
· Notifying Schools of any unauthorized disclosure or breach of Student Data; and
· Ensuring our vendors and sub-processors are bound by equivalent privacy obligations.
2.3 Parent and Student Rights
Since students access the Service through a School's institutional license, parents and guardians wishing to review, correct, or delete their child's Student Data should contact the School directly. The School may then direct us to fulfill such requests. Parents and students may also contact us at contact@ic360.io, though we may refer certain requests back to the School.
3. Information We Collect

We collect information in three primary ways: information the School provides to us, information users provide directly through the Service, and information collected automatically.
3.1 Information Provided by Schools
· School name, address, and district affiliation;
· Administrator and teacher names, email addresses, and credentials;
· Student names, usernames, or other identifiers as determined by the School;
· Student grade level, class or course enrollment, and educational level;
· Student email addresses (if provided by the School and age-appropriate);
· Single sign-on (SSO) tokens if the School uses Google Workspace for Education or a similar SSO service; and
· Billing and payment information for the School account.
Note: Schools may elect to provide pseudonymous or non-identifying usernames for students in lieu of legal names. We encourage this practice where operationally feasible.
3.2  Information Collected Through Use of the Service
· Responses to exercises, assessments, and other interactive content;
· Assignment and activity completion data;
· Performance metrics, scores, and progress records;
· Time-on-task and engagement data;
· Communications or messages submitted through the Service; and
· Any content submitted by users within the Service.

This data, combined with identification information from Section 3.1, constitutes "Student Data" when associated with an identifiable student.
3.3 Information Collected Automatically
· IP address and approximate geographic location (city/state level only — not precise coordinates);
· Browser type and version, operating system, and device type;
· Pages or features accessed and navigation patterns within the Service;
· Date and time of access, session duration, and referring URLs;
· Unique device or browser identifiers; and
· Cookie and similar tracking technology data (see Section 9).

Automatically collected data is used to maintain and improve the Service and ensure security. We do not use this data from student users to build commercial profiles or serve targeted advertising.
4. How We Use Information

4.1 Authorized Educational Purposes
· Delivering and maintaining the Service as licensed by the School;
· Personalizing the learning experience and adapting content to individual student needs;
· Generating performance reports and analytics for teachers, administrators, and (where authorized) students and families;
· Communicating with School administrators and teachers about account status, updates, and support;
· Conducting internal research to improve educational effectiveness (using de-identified or aggregated data wherever possible);
· Ensuring security, preventing fraud, and protecting user safety; and
· Complying with applicable law or responding to lawful legal process.

4.2 Prohibited Uses of Student Data 
We expressly commit that we will NOT:
· Sell Student Data to any third party for any commercial purpose;
· Use Student Data to serve targeted advertising to students or on platforms visited by students;
· Build a commercial behavioral profile of any student;
· Use Student Data for any purpose inconsistent with the educational purpose for which it was collected, without written authorization from the School; or
· Share Student Data with unauthorized third parties.

4.3 Use of Non-Student Data
Information collected from School administrators, teachers, or other non-student users may be used to provide and improve the Service, communicate about updates and features, conduct internal analytics, and for general business operations. We do not sell any personal information.
5. How We Share Information

We share personal information only as described below. We do not sell personal information.
5.1  At the Direction of the School
We may share information as directed by the School, for example, to support a rostering integration or SSO service, sharing only the information necessary for that integration.
5.2  Within the School Community
Student performance data may be visible to authorized School personnel (teachers and administrators) as configured by the School. No student's data will be made visible to other students without School authorization.
5.3 Vendors and Service Providers (Sub-processors)
We may engage third-party Sub-processors for hosting, analytics, customer support, and security. Any Sub-processor with access to Student Data is contractually required to:
· Use Student Data only for the purpose of providing services to us;
· Maintain privacy and security standards no less protective than those in this Policy; and
· Not further disclose Student Data without our authorization.
A current list of Sub-processors with access to Student Data is available upon request at contact@ic360.io.
5.4  Aggregated or De-Identified Data
We may use and disclose data that has been aggregated or de-identified such that it cannot reasonably identify any individual, for research, service improvement, or demonstrating program effectiveness.

5.5 Business Transactions
If we are involved in a merger, acquisition, or sale of assets, Student Data may be transferred. In such event, we will:
· Use best efforts to ensure the successor entity honors the privacy commitments in this Policy;
· Provide Schools with advance written notice of the transaction; and
· Provide Schools an opportunity to terminate and have Student Data deleted before transfer occurs if the successor will not maintain equivalent protections.

5.6 Legal Requirements
We may disclose personal information when required by law, regulation, or legal process; to enforce our Terms of Service; to detect or prevent fraud or security issues; or to protect the rights, property, or safety of our users, our company, or the public.
6. Student Data — Special Protections

6.1 No Targeted Advertising
We do not display targeted advertising to students. We do not use Student Data to target advertising to any user on our platform or elsewhere.
6.2 No Commercial Profiling
We do not build or sell a commercial behavioral profile of any student. Student-level data is used only in furtherance of K-12 educational purposes authorized by the School.
6.3 Student Data Ownership
Student Data remains the property of the School (and ultimately the students and their families). We act as custodian of that data on behalf of the School and make no claim of ownership.
6.4 COPPA Compliance — Students Under 13
Our Service is deployed by Schools in an educational context. Consistent with COPPA, we rely on Schools to provide appropriate consent and authorization for students under 13. Schools take on COPPA consent responsibility for their students under 13 when they purchase and deploy our Service. We do not knowingly collect personal information from children under 13 outside of a School-authorized deployment.

6.5 FERPA Compliance
We act as a school official with a legitimate educational interest in Student Data to the extent necessary to provide the Service. Student education records remain under the control of the School, and we access or disclose them only as directed by the School or as required by law.

6.6 SOPIPA and State Law Compliance
We comply with SOPIPA (California) and equivalent state student privacy laws. We do not use Student Data beyond purposes authorized by the School, engage in targeted advertising using Student Data, or build commercial profiles. Schools in states with specific statutes (e.g., Illinois SOPPA, New York Education Law 2-d, Colorado Student Data Transparency Law) may request a State-Specific Addendum by contacting contact@ic360.io.
6.7 Breach Notification
In the event of an unauthorized disclosure of Student Data, we will:
· Notify affected Schools promptly, and in any event within the timeframe required by applicable law;
· Provide Schools with sufficient information to understand the scope and nature of the breach;
· Cooperate with the School to investigate the incident and mitigate harm; and
· Assist Schools in fulfilling their own breach notification obligations to families and regulators.


7. Data Retention and Deletion

7.1 General Retention
We retain personal information for as long as needed to provide the Service and for legitimate business purposes (such as audit, tax, and fraud prevention records), or as required by law.
7.2 Student Data Retention
· We will not knowingly retain Student Data beyond the period necessary to support the educational purpose for which it was collected;
· We do not delete or de-identify Student Data from an active student account without direction from the School;
· Schools are responsible for maintaining current rosters and initiating deletion of records for students who have left or whose data is no longer needed;
· Upon termination of a School's license, we will delete or de-identify Student Data per our standard schedule or the terms of any written agreement; and
· Authorized School administrators may contact contact@ic360.io to request or customize retention settings.

7.3  Residual Data
Certain residual data may persist in backup systems or archives for a limited period. Such data is subject to the same confidentiality obligations and will be purged per our standard backup rotation schedule. We are not required to delete data that has been fully de-identified.
8. Data Security

The security of Student Data is a top priority. Our comprehensive data security program includes:
· Encryption of data in transit (TLS/SSL) and at rest where appropriate;
· Access controls limiting access to employees and contractors with a legitimate need, bound by confidentiality obligations;
· Regular internal and third-party security assessments and penetration testing;
· Incident response and breach notification procedures;
· Employee training on data privacy and security; and
· Physical security measures for data centers and offices.
No security system is completely impenetrable. If you have security concerns, please contact contact@ic360.io.
8.1 Data Storage and Transfer
Our Service is operated from the United States. Information is stored and processed in the United States. Schools located outside the United States should contact us to discuss appropriate data transfer mechanisms.
9. Cookies and Tracking Technologies

We use cookies and similar tracking technologies within the Service to keep you signed in, remember preferences, personalize your experience, track usage for performance and security, and compile aggregate analytics.
You may adjust your browser settings to refuse cookies, though this may impair certain Service features. We do not use cookies or tracking technologies to display targeted advertising to students.
Any third-party analytics tools are configured to respect student data protections.




10. Access, Correction, and Deletion of Personal Information

10.1 School Administrators and Teachers
Authorized administrators and teachers may access and update their own account information by signing in to the Service and navigating to account settings. For more substantive changes, contact contact@ic360.io. 
10.2 Student Data Requests
Requests to access, correct, or delete Student Data must be submitted by the School. Parents wishing to exercise rights over their child's records should contact the School directly. Upon a valid School request, we will respond promptly.
10.3 Individual Requests
Educators or administrators wishing to access, correct, or delete personal account information may contact contact@ic360.io.

11. State-Specific Privacy Rights


11.1 California Residents (CCPA/CPRA)
These rights do not apply to Student Data we process as a school official on behalf of Schools (governed by FERPA and our School agreements). For non-Student Data about California residents, individuals may have the right to know, request deletion, and opt out of sale. To submit a request, email contact@ic360.io with subject line "California Privacy Request."
11.2 Other States
Residents of Colorado, Connecticut, Virginia, Nevada, Utah, and other states with comprehensive privacy laws may have similar rights for non-Student Data. Contact contact@ic360.io and specify your state of residence.
11.3 State Student Privacy Laws
We comply with applicable state-specific student privacy statutes including SOPIPA (CA), Illinois
SOPPA, New York Education Law 2-d, and similar laws. Schools may request a supplemental Data Processing Agreement or State Addendum by contacting contact@ic360.io.
12. Links to Third-Party Websites

The Service may contain links to third-party websites. These sites have their own privacy policies, and we are not responsible for their practices. We encourage you to review their policies before engaging.
13. Changes to This Privacy Policy

We may update this Policy from time to time. The date of the most recent revision will always appear at the top of this page. We will provide notice of material changes via our website or email to School administrators.
We will NOT make any material change to how we collect or use Student Data without:
· First providing Schools with advance written notice; and
· Giving Schools a meaningful opportunity to opt out or terminate their account before the change takes effect.
If your School has a signed written agreement with us, changes affecting Student Data will not be effective until the School affirmatively accepts the change or renews its agreement.
14. Contact Us

If you have questions, concerns, or requests related to this Privacy Policy or our privacy practices, please contact us:
Integrity Compliance 360 Inc. 
1810 East Sahara Avenue, Suite 75067, Las Vegas, Nevada 89104 
Privacy Inquiries: contact@ic360.io
Support: contact@ic360.io
Phone: (702) 522-9545
For Student Data requests, please also contact the School directly, as the School may need to initiate or approve such requests.
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